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Appendix  - Data Protection Act Summary

For Kings Heath Transition Initiative  Interim Data Protection Policy
This appendix  provides a brief overview of the main requirements of the Data Protection Act 1998 and its implications for voluntary and community groups.

Data Protection Requirements
The Data Protection Act 1998 requires all organisations to have appropriate security to protect personal information. The Act requires that information held by agencies about individuals must be processed which means that is collected, stored, handled, shared, altered or destroyed in accordance with the eight basic data protection principles, and these are that:
1. Data must be processed lawfully and fairly

2. Data must only be used for specified purposes

3. Data must be adequate, relevant and not excessive

4. Data must be accurate and kept up to date

5. Data must not be kept longer than necessary

6. Data subject’s rights must be respected

7. Organisations must take appropriate steps to maintain security – to prevent unauthorized processing or accidental loss, damage or destruction

8. Data must not be transferred abroad unless that country maintains similar data protection rights or other conditions are met.

If you are processing personal data you are a data controller and you must comply with the Data Protection Act irrespective of any exemption from notifying the Information Commissioner. 

Charities, unincorporated associations, community groups, and companies limited by guarantee are all data controllers if they are processing personal data.  The group, its trustees or board of directors, as responsible officers acting on behalf of the organisation, have to ensure compliance with this Act. 
What Is Data Protection?
Data Protection is all about treating personal information about living individuals in a fair way and making sure that it can’t be used or misused in a manner that can cause harm or distress.

The data covered is information in manual/written files or held on a computer or other electronic system.  It also covers information like photographs, CCTV footage or other images.  The Act covers the processing of the data, from collecting it, storing it, using it, organising it, updating it, amending it, sharing it and finally destroying it.

What Information Are You Processing?
One of the first things any organisation will need to do is to review what personal information they control, whether they actually process the information, or whether this is carried out by someone acting on their behalf. 

· How valuable, sensitive or confidential is the information?
· What damage or distress could be caused to individuals if there was a security breach?
Personal Data is anything about a living person such as name, address, phone number, financial details.

Sensitive data relates to a person’s race, ethnic origin, religion, political views, medical information, sexual life, criminal record, or criminal proceedings.

If you only have information that is publicly available then your security measures will focus more on protecting your premises, equipment, and any interruption of business that a security breach could cause.  If you have highly sensitive or confidential personal information, for example, about people’s health or finances that could cause them damage or distress if this information fell into the hands of others, you will need to concentrate on any potential threat to the information and the vulnerabilities of your security measures.

Using another organisation to process personal information is a situation that often causes security problems.  You need to be very careful about this because you take the legal responsibility for what they do with the personal information they handle for you. 

Computer Security

If you have servers they will need extra security and you will need to limit access to them. You will probably need specialist security help to address these security needs.  There is advice on this topic at this government and business sponsored website 

http://www.getsafeonline.org/nqcontent.cfm?a_id=1099 
Does Your Organisation Need To Register With The Data Protection Commission?
Under the 1998 Act, you must notify the Information Commissioner if you process personal data unless you are exempt.  Failure to do so is a criminal offence.  There is an  Annual fee of £35 for notification.
Some not-for-profit organisations may be exempt if their processing of personal data is confined to establishing or maintaining a membership database and/or providing or administering activities for existing, past or prospective members or people who have regular contact with the organisation.  Even data controllers exempt from notification are not exempt from all other aspects of the Data Protection Act. If all the processing you do is exempt you can still notify voluntarily.
Do You Need A Data Protection Policy?
It is important to develop a Data Protection Policy as it shows that you have considered:

Compliance with the Data Protection Act

Protection of staff, volunteers, and other people 

Protection of the organisation

Ensuring Good Practice

The Policy should reflect the culture and practices of the whole organisation and cover how the organisation intends complying with the Act.  It must also identify individual responsibilities.

For more information on Policies and Procedures, as well as a sample Data Protection policy please refer to the relevant section of this toolkit.

Training
The Information Commissioners Office (ICO) has produced a ‘Training checklist’ for small and medium sized organisations.  The guide provides a basic training framework for general office staff.  It contains a section on ‘Do your staff know’ and includes:

· keeping personal information secure e.g. disposing of confidential paper waste securely, keeping passwords secure, locking/logging off computers
· meeting the reasonable expectations of customers and employees e.g. that they are committing an offence if they release customer/employee records without your consent?

· disclosing customer personal information over the telephone e.g. to be aware that there are people who will try and trick them to give out personal information?

· notifying under the Data Protection Act

· handling requests from individuals for their personal information (subject access requests) e.g. that people have a right to have a copy of the personal information you hold
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